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1 Introduction

Inclus is a growth company specialized in participatory, visual, and interactive cloud
software designed for collaborative and complex risk management. Inclus helps its
clients to understand their risk landscape by mapping different risk scenarios and
providing related software tools for risk analysis and management. One of the used
tool in the process is risk registers. Risk registers are databases that maintain a
comprehensive and current list of possible risk scenarios the customer has identified.
The risk registers contain data entries, such as risk labels and textual descriptions of
the risks.

In qualitative risk management, risks are primarily documented in written form. The
unstructured textual data creates challenges for data analysis with traditional mea-
sures. Additionally, contribution by multiple stakeholders easily leads to several in-
consistencies in the data, such as redundancy, and varying formats. When conducted
manually, perceiving the whole risk landscape and understanding closely connected
risks becomes infeasible as the risk register can have thousands of entries. Further-
more, traditional lexical clustering or keyword matching often fails to capture the
informal information and linguistic themes within textual data (Kuhn et al., 2007).
Grouping similar risks, identifying duplicates and creating meaningful visualizations
would have real value for the usability of risk register data.

The recent development of Large Language Models (LLM) and Natural Language
Processing (NLP) has enabled new possibilities for processing textual input and qual-
itative data. Methods such as Information Retrieval (IR), transformer-based tech-
nologies and, most recently, LLM embeddings can be used to process textual input
to vectors, enabling comparison with different vector similarity measures. Clustering
based on the semantic similarities of textual documents has been proposed as a part
of topic modeling pipelines, for example by Grootendorst (2022) and Mersha et al.
(2024). However, these advanced NLP methods are not yet studied in detail using
actual risk data and risk registers.

As presented in a recent thesis work by Westerg̊ard (2025), Inclus has been utilizing
these NLP techniques with risk register data by developing LLM capabilities, such
as AI agent using Retrieval-Augmented Generation (RAG). Additionally, an initial
trial of semantic risk clustering pipeline has proven potential in finding structure in
qualitative risk data. The initial trial shows that semantic clustering offers a way to
tackle the current issues with large and unstructured risk registers while providing
new kinds of insights about the risk landscape. For the development of this new tool,
comprehensive background study and rigorous testing is required to design a tool that
employs best practices in the field
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1.1 Objectives

The objective for this project is designing a semantic risk clustering pipeline for risk
descriptions in risk registers, while comparing the performance of different technolo-
gies and design choices. At the end, we present results, limitations and capabilities,
and recommendations for building an usable and reliable semantic risk clustering tool.

The process is composed of two main components: Building an extensive literature
review to find industry best practices, and a practical testing using provided risk
data set, selected embedding models and clustering algorithms. Our study focuses on
the comparison of the technologies and identification of optimal design choices rather
than software development or coding.

2 Literature Review

The literature review gives an overview of the semantic clustering pipeline and all the
related methods based on references to the current literature. Its findings are used
to scope down the testing phase of this project.

Subsection 2.1 provides background on risk data, followed by an overview on semantic
clustering in Subsection 2.2 and preprocessing practices in Subsection 2.3. Subsections
2.4, 2.5, 2.6 and 2.7 then identify the most used methods and best practices related
to embeddings, similarity, dimensionality reduction and clustering algorithms.

2.1 Risk Registers

Successfully managing risk is a critical part of ensuring any project, from building soft-
ware to constructing a bridge, is completed successfully. According to Aven (2012),
there is no one simple definition of a risk and the concept has evolved to encompass
potential events, their consequences, and the associated uncertainties. To systemati-
cally track and mitigate these uncertainties, organizations rely on risk registers, which
are foundational databases for logging qualitative risk data, textual descriptions, and
mitigation strategies (Leva et al., 2017). An example of public risk register is the
MIT AI Risk Repository that lists and categorizes risks related to the development
of AI (Slattery et al., 2026). While risk management is a well-studied academic field,
there is a lack of case studies where actual risk registers are utilized for advanced,
modern NLP analysis, such as RAG or semantic clustering.

The broader application of AI, NLP, and LLMs to unstructured risk text has seen
rapid development. Dolphin et al. (2026) managed to successfully utilize LLMs and
semantic embeddings to extract structured risk factors from 10-K corporate financial
filings and map them to predefined taxonomies. Beyond finance, transformer models
such as BERT and GPT-4 are used also in the construction industry to automate
risk classification from news and contract data, and generative AI has been applied
to identify phase-specific project risks directly from complex technical documentation
(Erfani and Khanjar, 2025) (Zou et al., 2017). While these studies clearly demon-
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strate the powerful capabilities of LLMs in processing unstructured textual risk data,
the specific application of semantic clustering to organize and analyze the raw risk
descriptions remains an unexplored use case.

2.2 Semantic clustering

Clustering is a fundamental unsupervised learning method used to divide unlabeled
data into clusters of shared characteristics. The aim is to achieve high similarity
within clusters and dissimilarity between different clusters. In a linguistic context,
Kuhn et al. (2007) introduce semantic clustering to capture the themes and skopos
underlying a text. By treating texts as collections of interrelated concepts rather than
mere word occurrences, this approach resolves issues of synonymy and polysemy. In
the context of risk management, this helps classify information based on original
human intent rather than simple keyword matching.

As Petukhova et al. (2025) emphasizes, clustering is an iterative information retrieval
process requiring continuous refinement to align data representations with the ana-
lyst’s intent. Since the algorithmic suitability depends heavily on the dataset struc-
ture and the intended application Zhang et al. (2020), preprocessing and model pa-
rameter tuning are critical to the meaningfulness of the output (Mersha et al., 2024).
This necessitates multiple experimental cycles to achieve desired characteristics.

2.2.1 Modular pipeline

Modern semantic clustering has evolved into sophisticated Neural Topic Models (NTMs),
most notably the BERTopic framework. As presented by Grootendorst (2022), this
approach utilizes a modular pipeline that transforms documents into high-dimensional
embeddings – a process that Yang and Kim (2025) demonstrate is most effective when
using Large Language Model (LLM) embeddings. To manage this high-dimensional
space, the pipeline typically integrates algorithms such as UMAP for dimensionality
reduction and HDBSCAN for density-based clustering.

The sequential modular process is illustrated in Figure 1. Capturing the conceptual
depth effectively requires integrating multiple, complementary perspectives of text
semantics. As Zhang et al. (2020) argues, while traditional topic models are adept
at identifying ”global” word patterns across a dataset, modern word embeddings are
superior at capturing ”local” context-aware relationships. By utilizing transformer-
based architectures and LLM embeddings, frameworks such as the BERTopic, are
able to generate multidimensional vectors that bridge these two perspectives. As
shown by Mersha et al. (2024) and Canli (2025), this integration is able to capture of
deep, context-dependent meanings, leading to more coherent topic segmentation and
providing a solid foundation for professional risk analysis.
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Figure 1: The semantic clustering pipeline based on literature. Adapted from Mersha
et al. (2024).

2.3 Data preprocessing

Data preprocessing converts raw text into a formats suitable for computational anal-
ysis. While traditional bag-of-words (BoW) models treat words as discrete entities
disregard semantic context, modern frameworks like BERTopic leverage Transformer-
based Large Language Models (LLMs) to preserve deep linguistic relationships (Groo-
tendorst, 2022).

The shift toward contextual embeddings has moved the analytical focus from linguis-
tic cleaning toward semantic consistency. Because these models can extract mean-
ing directly from raw text, there is a growing claim that heavy manual cleaning
may no longer be strictly necessary. Indeed, Grootendorst (2022) demonstrates that
BERTopic remains competitive with minimal preprocessing. However, Zhang et al.
(2024) argue that structured cleaning is still necessary in noisy contexts, suggesting
that benefits vary depending on the model. To address this trade-off, three distinct
preprocessing levels can be evaluated as summarized in Table 1.
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Table 1: Preprocessing Strategies

Approach Mechanism Suitability
in project

Primary
source

Linguistic
cleaning

Subtractive:
Removing noise, stop-
words, lemmatization

Baseline: Standardizes
grammar and handles
domain-specific noise and
inflections

Yang and Kim
(2025)

Semantic
canonicalization

Generative:
LLM-rewriting into
standardized registers
before embedding

Solution: Normalizes
human stylistic variance
while preserving nuance

Zhang and Soh
(2024)

Feature
amplification

Structural:
Restructuring text
into Subject-Predicate-
Object

Enhancement:
Captures expert intent
rather than statistical
patterns

Viswanathan
et al. (2023)

2.3.1 Structural design

While LLM-driven normalization can reduce redundancy, it must be applied with
caution to avoid losing semantic depth. Petukhova et al. (2025) notes that advanced
techniques, such as text summarization, do not always improve clustering performance
and may remove subtle linguistic cues. To mitigate this, preprocessing can be treated
as an iterative process that extends into the clustering phase to filter vocabularies
that lack semantic meaning (Mersha et al., 2024).

In addition to content-based cleaning, structural design of the input is also relevant
for semi-structured data, such as risk registers. Liao et al. (2023) argue that using
document templates to maintain relationships between anchor fields (e.g., a risk title)
and their descriptions is more robust than simple sequential strings. This is because
the order and structure of fields determine the orientation of the embedding in the
vector space, necessitating a strategic trade-off between computational cost and the
preservation of thematic details.

2.4 LLM Embeddings

Text embeddings are numerical representations of natural language, created by map-
ping text into a continuous, high-dimensional vector space. In this resulting space,
semantic similarity between texts corresponds to their spatial proximity.

2.4.1 Encoder vs. decoder architectures

The foundation for semantic embeddings was laid by models using shallow neural net-
works such as Word2Vec (Mikolov et al., 2013). The transition from these word-level
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models to transformer-based architectures solved limitations of context-free embed-
dings. These encoder architectures such as BERT (Devlin et al., 2019) and Sentence-
BERT (Reimers and Gurevych, 2019) utilize bidirectional attention to simultaneously
integrate context from the entire input sequence across discrete sub-word tokens. This
parallel processing, combined with relatively low parameter counts and token pooling,
allows for the computationally efficient generation of embeddings at scale.

Recently, decoder-only LLMs have been shown capable of beating encoder-based mod-
els in generating embeddings (Muennighoff, 2022; Wang et al., 2024c). Unlike en-
coders, decoder architectures utilize causal attention where tokens only see preceding
context. To represent the entire sequence, these models extract the hidden state of an
end-of-sequence (EOS) token that aggregates the preceding context into the final em-
bedding vector. The advantage of LLM-based embedders lies in the detailed context
learned during large-scale training, which can capture complex nuances. However,
their significantly higher parameter counts make decoder models more computation-
ally expensive than encoder-based alternatives (Wang et al., 2024b). The technical
distinctions between these approaches are summarized in Table 2.

Table 2: Comparison of Embedding Architectures

Architecture Attention Extraction method Primary advantage

Encoder (SBERT) Bidirectional Mean/CLS Pooling High computational
efficiency

Decoder (LLM) Causal EOS Token Hidden State Superior semantic
nuance

State-of-the-art models primarily rely on contrastive learning, where models are
trained to bring semantically related text pairs together in the embedding space while
pushing unrelated pairs apart (Wang et al., 2024a). During training, the model is fed
pairs of text consisting of query and passage. The training objective is to maximize
their similarity and minimize similarity of query against multiple negative samples.

2.4.2 Instruction tuning and MTEB evaluation

A single embedding space is rarely optimal across all downstream tasks. To address
this, Su et al. (2023) introduce instruction tuning which allows single embedding
models to adapt their representations based on natural language task description,
such as instructing the model to represent a text for retrieval or clustering. This
eliminates the need for task-specific fine-tuning or maintaining separate models.

The current primary benchmark, the Massive Text Embedding Benchmark (MTEB),
introduced by Muennighoff et al. (2023), provides a systematic framework for evalu-
ating and comparing embedding models across diverse NLP tasks and domains. For
risk analysis, MTEB’s clustering benchmark is the most relevant metric. Current top
performing families in this category, such as F2LLM (Zhang et al., 2025) and KaLM

8



(Hu et al., 2025), demonstrate the strong performance lead of LLM-based embedders
over traditional encoder models.

2.5 Vector databases and similarity

Traditional databases are often inadequate for high-dimensional vectorized data, such
as text embeddings. To combat this issue, modern artificial intelligence systems usu-
ally use specialized vector databases (VDB) (Ma et al., 2025) that provide efficient
storage and search techniques. The main advantage of VDBs is their ability to effi-
ciently find vectors similar to the given query vector, also known as similarity search.
The two main groups of methods for similarity search are the nearest-neighbor search
(NNS) and approximate nearest-neighbor search (ANNS). While NNS finds the exact
nearest neighbor, ANNS allows for some error in the result, balancing search accuracy
and computational load (Ma et al., 2025).

2.5.1 Similarity metrics

Efficient similarity search is essential for many downstream AI tasks ranging from
semantic clustering —which relies on precise distance measurements (Murtagh and
Contreras, 2012)— to retrieval-augmented generation (RAG), introduced in Lewis
et al. (2020). RAGs enhance generative AI models by using documents in an external
VDB. They usually use similarity search to find the documents that are best suited
for the task given.

To performe similarity search, various metrics can be used. Some of the most common
similarity metrics belong to the Minkowski distance family, which is defined by

dist(da, db) =

(
n∑

k=1

|da,k − db,k|p
) 1

p

, where da and db are the two vectors compared. The two most common special cases
of this are Manhattan distance (p = 1), and Euclidian distance (p = 2) (Murtagh and
Contreras, 2012).

A commonly used metric in semantic clustering is the cosine similarity

sim(da, db) =
da · db

||da|| · ||db||

, where da·db is the inner product and ||da||·||db|| is the product of their lengths. Unlike
distance-based metrics, cosine similarity measures the angle between the vectors. This
minimizes the effect of document length, which is useful in clustering applications,
where the semantic meaning is of interest (Mehta et al., 2020). This is also applicable
in the risk context, since risk descriptions may vary in length.

In addition to these commonly used methods, some studies introduce specialized
alternatives to better capture semantic nuances. For instance, Sidorov et al. (2014)
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introduce a soft cosine similarity metric that takes into account word similarity rather
than assuming independence, such as traditional cosine. Zhelezniak et al. (2019) sug-
gest that using non-parametric rank correlation coefficients can increase performance
in cases where cosine similarity is unfit.

2.6 Dimensionality reduction

Despite efficient similarity search methods offered by vector databases, clustering em-
beddings with very high dimensions can be computationally inefficient. Additionally,
this kind of data is difficult to interpret and visualize. Thus, the embeddings are usu-
ally dimensionally reduced before clustering (Aggarwal et al., 2001; Van der Maaten
and Hinton, 2008). To achieve this, multiple different methods can be used.

The most commonly used method for dimensional reduction is Principal Component
Analysis (PCA), which uses eigenvectors and eigenvalues to transform a dataset into
a new coordinate system. This process identifies the directions of maximum variance,
enabling the reduction of noise and redundancy by prioritizing principal components
that capture the most significant structural information (Jolliffe, 2025).

In addition to PCA, some other techniques can be used. Van der Maaten and Hinton
(2008) introduces t-distributed Stochastic Neighbor Embedding (t-SNE), a method
that uses a probabilistic approach to map high-dimensional data into a two– or
three–dimensional space by preserving local structures. McInnes et al. (2018) present
Uniform Manifold Approximation (UMAP), which leverages Riemannian geometry
to preserve both local and global data structures at a much higher computational
speed. This provides a more scalable alternative to t-SNE that maintains the “big
picture” of high-dimensional embeddings. These methods are particularly useful for
visualizing and interpreting the data and clusters.

2.7 Clustering algorithms

K-means is a partitioning algorithm widely used as a baseline in clustering applica-
tions due to its efficiency. Presented by McQueen (1967), it assigns each data point to
one of the k clusters by minimizing the within-cluster sum of squares. Each cluster is
represented by the mean of its points. It is well suited for large problems but suffers
from poor selection of k.

Different hierarchical clustering methods are popular largely due to the interpretabil-
ity of the results. Agglomerative hierarchical clustering starts with each datapoint as
their own cluster and merges them together one by one with specified rules. Ward Jr
(1963) proposed a method, later known as Ward linkage, to merge the two clusters
with minimum sum of squared errors, a similar approach that is used in k-means.

Density based clustering methods are introduced later with the benefit of no assump-
tions on the shape of the underlying data. Campello et al. (2015) introduce HDB-
SCAN, which extends the traditional DBSCAN by converting it into a hierarchical
approach.
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Furthermore, a variety of other clustering methods have been proposed to cluster
textual documents. A few examples are spectral clustering (Ng et al., 2001), fuzzy
c-means (Bezdek, 2013), deep autoencoders (Berahmand et al., 2022) and ensemble
clustering (Strehl and Ghosh, 2002).

2.7.1 Evaluation and validation

Evaluation and validation of the final clustering remains a fundamental challenges in
unsupervised machine learning. Usually, several metrics are used in the evaluation
process. Two common internal validation metrics include the silhouette score and
Davies-Bouldin Index. The silhouette score measures how similar a data point is to
its own cluster compared to other clusters. A higher score indicating more distinct
clusters. Davies-Bouldin Index calculates the average similarity between each cluster
and its most similar neighboring cluster. Ranging from 0 to 1, lower average indicates
a lower overlap and thus better, separate clustering.

The internal validation metrics rely, however, only on the feature space and the chosen
distance measure, and will often fail to capture the semantic meanings in the data.
To tackle this, in topic modeling, various metrics have been proposed to evaluate the
context and coherence of different text documents. These include topic coherence,
topic diversity, NPMI and Umass.

Given the inherent difficulty of quantitative validation, qualitative assessment by
human experts remains as a common practice in academic research (Eklund and
Forsman, 2022). More recently, large language models have also been shown to have
potential to add scalability while keeping the standard very close to human assessment
(Miller and Alexander, 2025).

2.7.2 Current state-of-the-art

With the recent success of transformer based embedding models, the evaluation of
semantic clustering has shifted towards evaluating the full pipeline instead of the
different components separately. Widely considered as the foundation of recent state-
of-the-art pipelines in topic modeling is BERTopic presented by Grootendorst (2022)
which considers topic modeling as a clustering task, consisting of transformer embed-
dings, which are fed to UMAP, and then clustered using HDBSCAN.

HDBSCAN is frequently favored due to few robust theoretical properties. Unlike
centroid based methods, the number of clusters do not have to be specified and it is
capable of identifying clusters with varying shapes and sizes. HDBSCAN also allows
data points to be outliers and does not force them into clusters when they are not
aligned with the dense regions. HDBSCAN is supported in textual data clustering
context for example by Saha (2023), Wang and Magrabi (2025), Mersha et al. (2024)
and Ningrum et al. (2026).

While HDBSCAN seems to be the more widely used clustering algorithm, there are
arguments also for agglomerative hierarchical clustering. Ufeli et al. (2025) argue
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that noise discarding models, like HDBSCAN, will lose some of the multi-level hi-
erarchical structure. Janssens et al. (2025) point out that HDBSCAN is prone to
over-segmentation. Finally, agglomerative hierarchical clustering is often cited to cre-
ate the most human interpretable results (Janssens et al., 2025), (Märzinger et al.,
2021), (Feng et al., 2026).

3 Data and methods

The components of semantic clustering pipeline are tested in practice. The findings
from the literature are used to scope the tested methods and to design the validation
and evaluation of the results. The goal of the empirical testing is to provide practical
insights for the risk clustering tool development.

This section starts by introducing the used risk data sets in Subsection 3.1. Subsection
3.2 describes the used data formatting as a preprocessing step before risk descriptions
are embedded. The selected methods from the literature review are listed in Subsec-
tion 3.3. Finally, Subsection 3.4 discusses the process of finding the best methods for
a risk clustering tool by different evaluation metrics and grid search.

3.1 Data

The performance of the selected methods is compared on three different data sets.
Table 3 lists the used risk registers. Two risk registers are mock data provided by
Inclus for internal testing. The third one is the MIT AI Risk Repository that contains
over 1500 risks imposed by the development of AI (Slattery et al., 2026). The MIT
AI Risk Repository is filtered to only entries that contain a full description of the
risk. These data sets provide varying formats and labeling which is important for the
verification of the clustering results.

Table 3: Used data sets

Data set name Description Number of risks

inclus mock data Mock data containing diverse
labeling

58

ERM risks The outdated operational risks
of Inclus

43

MIT AI risks Register of risks imposed by AI
maintained by MIT

1529

The risk registers are in a tabular format where each row contains data for one risk.
The columns of the table, vary but all the used risk registers contain fields risk
title and description. Additionally, fields such as category, responsible unit, related
standards or strategic goals are listed in the mock data set. As the risk registers
contain different fields and a varying number of entries, a comprehensive and diverse
testing of the developed pipeline is enabled.
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3.2 Data formatting

The qualitative risk data stored in risk registers has two main challenges for a semantic
analysis pipeline. Firstly, the data contains multiple meaningful fields, including the
risk name, description and other labels or keywords such as location or category data.
Instead of embedding only the risk description, it would add a lot to the meaning if
these different risk characteristics could be included in a meaningful way. The second
challenge is that the risk register can be maintained by multiple stakeholders leading
to incoherent formatting. It is initially unclear how much this stylistic variance has
an effect on the clustering result. The idea of the preprocessing is to filter out the
inconsistencies in the data, revealing only the expert intent behind the risk entries
in the risk register. The clustering results are compared between preprocessed risk
entries and the original data points in the testing phase.

This project uses a LLM-based preprocessing step where the rows from the risk regis-
ter are normalized. A LLM can handle varying formats and columns labels, avoiding
a need to define custom preprocessing pipelines for each separate input risk register.
For each row in the risk register, the LLM is prompted to format the descriptions into
clear and natural subject, predicate, object format. Additional fields in the register
are combined with description by generating declarative sentences from the labels
and keywords. For example, if the risk has a label ”ISO14001 - Environmental and
Management System” on a column ”Relates to ISO standard” in the original risk
register, a sentence ”This risk relates to ISO standard ISO14001 - Environmental and
Management System” could be appended to the risk description. The hyphothesis is
that the embedding model handles this free text data better than structured formats
such as csv or json. This is due to reduced structural noise from the structural tokens
and the fact that the models are mainly trained on free text data such as web articles.

3.3 Method selection

Figure 2 demonstrates the process of semantic clustering. The pipeline consists of the
preprocessing of risk descriptions or risk register entries, embedding the preprocessed
text samples to multidimensional vectors, dimensionality reduction and finally the
clustering algorithm. The different methods for each process step are compared on
the sample data sets.

Figure 2: Semantic clustering pipeline.

The methods for all the semantic clustering pipeline steps are selected based on
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the best practices from the literature. Table 4 presents the selected methods for
each step. The results with preprocessed risk descriptions is compared to clusters
without preprocessing. The same applies also for dimensionality reduction after the
embedding step where no intermediate processing is compares to PCA and UMAP
dimensionality reduction methods. For distance metrics and clustering algorithm,
the selected methods are Euclidian distance and cosine similarity with agglomerative
hierarchical clustering and HDBSCAN clustering algorithm. Some of the methods also
have hyperparameters that require tuning for meaningful comparison. The semantic
clustering pipeline also allows for using different distance metrics for dimensionality
reduction and clustering.

Table 4: Methods selected for pipeline evaluation.

Process Step Tested Method Hyperparameters

Preprocessing
Homogenizing the input
data

Format

No preprocessing -

Embedding models

F2LLM-v2 -

Text-embedding-3-large # of dimensions

Harrier-oss-v1 Instruction prefix

Dimensionality

reduction

PCA # of components

UMAP # of components, # of
neighbours, min distance

No dimensionality reduc-
tion

-

Distance metrics
Euclidian distance -

Cosine similarity -

Clustering algorithms
Agglomerative hierarchical # of clusters, linkage

HDBSCAN Min cluster size, min sam-
ples, epsilon

For the embedding models, three potential candidates were chosen for further evalu-
ation based on their performance on the MTEB benchmark: F2LLM-v2, Harrier-oss-
v1, and text-embedding-3-large. F2LLM-v2, developed by Codefuse-AI, is a family of
open-source models with an emphasis on multilingual capabilities. Its 14B-parameter
variant is currently the top performer in MTEB’s clustering benchmark (Muennighoff
et al., 2023). Microsoft’s Harrier-oss-v1 is a open-weight suite, whose 27B-parameter
version currently ranks second only to three F2LLM-v2 variants on the same bench-
mark. Notably, Harrier requires a short instruction prompt to describe the specific
embedding task being performed. Text-embedding-3-large serves as a proprietary
baseline, representing the best-performing OpenAI model on the clustering bench-
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mark. Since its benchmark performance is not quite on the level of the two other
models, it will be interesting to see if the leaderboard placements translate to differ-
ences in semantic risk clustering task.

3.4 Evaluation methods and metrics

Two kinds of metrics are used for clustering result evaluation. Quantitative metrics
measure how well the data is partitioned and how separated and compact differ-
ent clusters are. However, the quantitative metrics depend on the selected distance
metrics and the feature space. Furthermore, the pure numerical scores do not tell
anything about the meaning of the formed clusters. Qualitative metrics use human-
in-the-loop or LLMs to validate the formed clusters, and how do they make sense
contextually. This is more laborous than pure numerical scores but is important for
the validation of the results. Two dimensional visualizations of the clusters can be
used in the validation process. Another option is to use metrics for topic coherence
inside the clusters, such as NPMI and Umass. These metrics try to evaluate how
similar the used wordings inside the clusters actually are.

The developed pipeline uses silhuette score and Davis-Boulding index as numerical
scores to evaluate the different clusterings produced by the pipeline. As the number
of different pipeline options becomes large, not all results can be checked manually.
The quantitative measures can give indicative results and trends of the differences
between clustering methods. After gathering a large number of numerical scores, a few
representative samples are selected for more thorough qualitative analysis. Insights
from the clusterings and their differences are gathered from visualizations in two
dimensions.

To compare different pipeline option listed in Table 4, a comprehensive grid search is
used. Here, clustering pipeline is run for all possible combinations of different meth-
ods, their hyperparameters and data sets. The formed clusters are then evaluated
using numerical scores. The attained data points and trends can then be visualized
and analyzed manually.
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4 Results

This section presents the empirical findings from the testing phase of the semantic
clustering pipeline. The results are evaluated using both statistical metrics as well as
visual analysis to identify the most effective configuration for the risk clustering tool.

Subsection 4.1 focuses on the quantitative performance of the tested methods. The
pipeline configurations are compared across preprocessing practices, embedding mod-
els, dimensionality reduction techniques, and clustering algorithms. To broaden the
analysis, Subsection 4.2 explores the interrelationships between the pipeline parametriza-
tions. Finally, Subsection 4.3 builds upon the top-performing configurations to pro-
vide a qualitative assessment of the generated risk clusters and their validity.

4.1 Quantitative performance

This subsection assesses the quantitative performance of the semantic clustering
pipeline by systematically isolating and testing individual component configurations.
The pipeline performance is evaluated using statistical metrics such as the Silhou-
ette score and the Davies-Bouldin index, to measure cluster quality, separation, and
density. In addition, embedding execution speeds and total pipeline runtime are
monitored by computational benchmarks to measure algorithmic efficiency. To en-
sure robustness and scalability, these evaluations are performed across three different
risk registers: Inclus Mock Data, ERM risks, and MIT AI risks datasets.
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4.1.1 Preprocessing

A quantitative comparison was conducted between clustering pipelines utilizing pre-
processed data and those using raw data. Figure 3 presents the resulting silhouette
scores and embedding times for each dataset via boxplots.
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Figure 3: Comparative analysis of preprocessing methods across different datasets.
The top row tracks the Silhouette score (y-axis) across two data variants on the x-
axis from left to right: (1) raw, and (2) preprocessed. The bottom row displays the
corresponding embedding time in seconds using the same x-axis layout.

As shown in Figure 3, the silhouette scores remained consistent across both data
variants. However, embedding times exhibited higher variance; notably, the raw data
required significantly longer embedding times for the larger MIT AI risks dataset. Pre-
processed data, by contrast, stabilized and minimized execution overhead as dataset
size increased. Overall, the inclusion of a preprocessing step did not yield a significant
improvement in quantitative clustering performance.
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4.1.2 Embedding models

The choice of embedding model was evaluated based on clustering quality and com-
putational overhead. Figure 4 illustrates the silhouette scores and embedding times
for three models across the target datasets.
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Figure 4: Comparative analysis of embedding models across different datasets. The
boxplots isolate the performance of three alternative text embedding models (x-axis),
mapped from left to right: (1) text-embedding-3-large, (2) microsoft/harrier-oss-v1-
0.6b, and (3) codefuse-ai/F2LLM-v2-1.7B. Performance is evaluated against the Sil-
houette score (top row) and embedding execution time in seconds (bottom row).

As seen in Figure 4, the silhouette scores remain relatively consistent across all tested
models, with medians generally falling between 0.3 and 0.5 for all datasets. This
indicates that the choice of model has a marginal impact on the underlying cluster
density and separation in these specific contexts.

However, the computational efficiency varies drastically. The bottom row of Figure
4 shows that the API-based text-embedding-3-large model is significantly faster
than the local alternatives. This disparity is most evident in the larger MIT AI risks
dataset, where the OpenAI model completes the task in roughly 200 seconds, whereas
the local LLM-based models require between 600 and 1000 seconds. Consequently,
while clustering quality is comparable, the API-based approach offers a substantial
advantage in processing speed.
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4.1.3 Dimensionality reduction

The impact of dimensionality reduction on clustering performance was evaluated by
comparing raw embedding space (none) against PCA and UMAP. Figure 5 presents
the silhouette scores, Davies-Bouldin indices, and total pipeline times for each con-
figuration.
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Figure 5: Comparative analysis of dimensionality reduction methods across different
datasets. The configurations are compared on the x-axis from left to right: (1) no
reduction, (2) PCA, and (3) UMAP.

The analysis in Figure 5 reveals that dimensionality reduction significantly enhances
cluster quality across all datasets. UMAP consistently produces the highest silhouette
scores and the lowest Davies-Bouldin indices, indicating superior cluster separation
and density compared to PCA or using no reduction. While PCA offers a marginal
improvement over the raw data, it does not reach the performance levels of UMAP.

Regarding computational efficiency, Figure 5 shows that PCA is the fastest method,
often outperforming the ”none” baseline by reducing the data complexity before clus-
tering. UMAP introduces a visible increase in pipeline time, though it remains within
a reasonable range for these datasets. In conclusion, UMAP is the preferred dimen-
sionality reduction technique due to its substantial positive impact on quantitative
metrics, despite the slight increase in processing time.
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4.1.4 Clustering algorithm

The final stage of the pipeline evaluation compared different distance metrics and
clustering algorithms. Figure 6 briefly illustrates the impact of distance metrics on
silhouette scores.
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Figure 6: Comparative analysis of distance metrics across different datasets. The
boxplots evaluate the performance of alternative mathematical vector space formulas
mapped on the x-axis from left to right: (1) Cosine, (2) Euclidean, and (3) Manhattan,
measured against the resulting Silhouette score on the y-axis.

As shown in Figure 6, the cosine distance metric consistently provides the highest
median silhouette scores across all three datasets, outperforming both Euclidean and
Manhattan distances.

The primary analysis focused on the performance of clustering algorithms, compar-
ing Agglomerative clustering against HDBSCAN. Figure 7 details the quantitative
metrics for these models.

According to Figure 7, HDBSCAN demonstrates a clear advantage in clustering qual-
ity. It achieves significantly higher median silhouette scores and lower Davies-Bouldin
indices than Agglomerative clustering across all datasets. In the MIT AI risks dataset,
HDBSCAN reaches silhouette scores above 0.5, whereas Agglomerative clustering re-
mains closer to 0.25.

Computational efficiency, represented by the pipeline time in Figure 7, shows that
both algorithms perform similarly on smaller datasets (Mock and ERM). However,
Agglomerative clustering shows slightly higher variance and total time on the larger
MIT AI risks dataset. Given the superior density and separation metrics, HDBSCAN
is identified as the optimal clustering algorithm for this pipeline.
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Figure 7: Comparative analysis of clustering models across different datasets. Perfor-
mance is evaluated across three vertical rows: Silhouette score, Davies-Bouldin index,
and entire pipeline computational runtime in seconds. The individual algorithmic
configurations are compared on the x-axis from left to right: (1) Agglomerative Hi-
erarchical Clustering and (2) HDBSCAN.

4.2 Interrelationship between pipeline parameterizations

In addition to straightforward comparison between methods, a short pairwise anal-
ysis was conducted to detect possible interrelationships between the different parts
of the pipeline. It is beneficial to understand whether certain methods reinforce one
another or are incompatible with each other. For instance, Euclidean and Manhat-
tan distance measures can suffer from data sparsity and other inherent properties
of high-dimensional spaces, suggesting they could perform better when used with
dimensionality reduction techniques than without them.

From the heatmap shown in Figure 8, a drop on performance of the pipeline using
Euclidean or Manhattan distance measures is visible on no dimensionality reduction
compared to PCA and UMAP. However, the drop is visible also for cosine distance
indicating that it is overall worse to not use any dimensionality reduction method.
In general, the combined effects seem to be consistent with the performance of in-
dividual components and do not indicate any specifically better or worse parameter
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combinations.

Figure 8: Parameter interaction matrix on the MIT AI risk dataset. The heatmap
plots different combinations of pipeline components against each other to track their
pairwise combined effect on the silhouette score. Both axes display an identical set of
modular pipeline options, which are plotted chronologically from top to bottom on the
vertical axis and from left to right on the horizontal axis, across five tested categories:
(1) Agglomerative and HDBSCAN clustering models; (2) F2LLM-1.7B, harrier-0.6b,
and text-emb-3-large embedding models; (3) raw and preprocessed data variants; (4)
None, PCA, and UMAP dimensionality reductions; and (5) Cosine, Euclidean, and
Manhattan distance metrics.
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4.3 Qualitative assessment

The top performing pipeline configurations based on quantitative metrics were cho-
sen for a qualitative assessment. This included a two-dimensional visualization of
the final clustering, a keyword extraction using Term Frequency - Inverse Document
Frequency (TF-IDF) method and a human assessment of the cluster cohesion and
keyword suitability. A visualization of the MIT AI risk dataset is shown in figure 9.
This gives a rough intuition whether the clustering is at all successful or not. TF-IDF
is a Bag-of-Words (BoW) method which obtains labelings for each of the clusters. For
each cluster, TF-IDF identifies words that appear frequently within that cluster but
rarely across the other clusters. These words act as keywords for the specific cluster
and should identify it uniquely. Table 5 shows few examples of two separate clusters.
These are of course only a representative example and the human assessment on the
cluster cohesion and comparing the keywords to the clusters were more thorough than
these few risks, however, the full dataset is not listed here.

Table 5: Cluster keywords and example representative risks for selected clusters of
the MIT AI risk dataset.

Cluster Details Core TF-IDF
Keywords

Risk Description

Cluster 0
Size: N = 114

attacks,
vulnerabilities,
attack, adversarial,
prompt, inference

”Programmers are accustomed to using code
generation tools such as Github Copilot for
program development, which may bury vul-
nerabilities in the program.”

”The software development toolchain of
LLMs is complex and could bring threats to
the developed LLM.”

Cluster 1
Size: N = 82

sensitive, leaking,
inferring, correctly,
compromise,
personal

”Privacy Leakage means the generated con-
tent includes sensitive personal information.”

”The model is trained with personal data
in the corpus and unintentionally exposing
them during the conversation.”
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The qualitative assessment yielded two primary conclusions. First, the different Bag-
of-Word based methods can be useful, however, as they rely on statistical keyword
matching, they suffer from all the unpleasant properties of heterogeneous text data
that text embeddings are solving with better success. Thus, TF-IDF can be a com-
putationally cheap solution which is better than going through hundreds of risks by
hand, but which will likely be outperformed by a LLM based labeling. Second, one
has to be careful with HDBSCAN noise and how it affects the quantitative metrics.
On one hand, as visually demonstrated in Figure 9, genuine outliers are isolated suc-
cessfully. These can be the most important and interesting data points of the risk
register. On the other hand, as the quantitative metrics prefer more compact clus-
ters, data might be left out as noise too easily. The clusters and surrounding noise
elements of MIT dataset are shown in the two-dimensional visualization in Figure 9.

Figure 9: 2D visualization of the MIT dataset

24



5 Discussion

The results indicate that the developed risk clustering pipeline operates as intended.
Yet, it is essential to discuss the empirical findings as well as evaluate the overall
performance of the tool. By analyzing the strengths and operational constraints, this
section also provides recommendations for further development.

Subsection 5.1 addresses the practical usability of the tool, focusing on operator
accessibility, system adaptability, and the management of dynamic modifications.
This discussion smoothly transitions into Subsection 5.2, which evaluates the inherent
limitations and weaknesses of the current framework. Lastly, building on the previous
sections’ discussion, Subsection 5.3 presents potential improvements of the tool for
further development.

5.1 Usability

Translating the experimental semantic clustering pipeline into a production tool in-
volves some usability considerations.

Risk registers are not static databases, as new risks are continuously added. A pro-
duction tool should efficiently handle individual data modifications. The current
methodology processes datasets in bulk, which may raise concerns regarding the com-
putational overhead of continuous updates. However, empirical testing indicates that
this processing overhead is generally small for standard applications. During testing,
executing the dimensionality reduction and clustering on a large dataset of approxi-
mately 1800 risks took only about 1.5 to 3 seconds. When a user adds a single new
risk, the computationally heavy embedding process is isolated strictly to that new
text. Recalculating the clusters using the combined vectors is very efficient. There-
fore, the most robust and solution is to execute a full recalculation of the pipeline
after every data modification.

However, if the tool is eventually scaled to accommodate extremely large databases,
constant recalculation may begin to induce user interface lag. Therefore, implement-
ing incremental clustering approaches may be needed. The technical viability of these
updates depends on the pipeline’s method choices. For dimensionality reduction, PCA
allows immediate linear projection of new embeddings via an existing transformation
matrix and UMAP supports nonlinear iterative procedure that maps new risk into
the established space. For clustering, HDBSCAN supports approximate predictions,
assigning new points to established clusters based on density without refitting the
model. Conversely, agglomerative hierarchical clustering requires rebuilding the en-
tire distance matrix, making it incompatible with direct incremental updates. As an
alternative clustering method agnostic, an updated system could simply assign the
new risk entry to the closest existing cluster. However, both proximity assignment
and HDBSCAN approximation only map data to existing categories but cannot form
entirely new clusters. Further, if cluster centroids or dimensionality reduction spaces
are not recalculated after adding a risk they eventually become inaccurate. Thus, for
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larger registers a hybrid approach may be beneficial: daily additions and removals
are handled via rapid proximity assignment or approximation, and a recalculation is
triggered once a defined volume threshold or time interval is reached.

Empirical results indicate that the best pipeline configuration depends on the in-
put data. Hyperparameters must adapt to the specific dataset to yield good results.
To ensure the tool remains usable without requiring constant intervention or exten-
sive technical knowledge, the system could implement an automated quantitative
validation framework. Whenever an entirely new dataset is imported the software
automatically executes a small grid search to determine the best configuration for
that specific data iteration.

Finally, to explore further computational efficiency improvements, we experimented
with developing a universal dimensionality reduction model. The hypothesis was that
aggregating all available corporate risk datasets to calculate a master PCA matrix
would accelerate the pipeline by eliminating the need to fit new models for every
individual risk register. Testing revealed that a global model produces higher variance
and slightly lower average accuracy, as risk vocabularies are highly heterogeneous
across different registers. Dataset-specific dimensionality reduction does not consume
prohibitive computing resources and preserves the ability to utilize UMAP, which our
results demonstrated to be the better technique.

5.2 Limitations

Although the semantic clustering pipeline works well, it is important to consider
limitations related to the algorithm performance, data privacy, and architecture.

We first examine how outliers are handled. HDBSCAN filters out infrequent data
points as noise, but in risk management, an outlier may represent a rare, significant
event. The randomness of UMAP can cause some consistency issues. If random
numbers are not specified precisely, running the same data multiple times can yield
different visual maps and cluster boundaries.

One potential limitation is that there is no universal configuration for the pipeline.
The optimal combination of embedding models, dimensionality reduction, and dis-
tance metrics varies depending on the dataset. Due to this variability, it is difficult
to deploy the tool as-is without manual fine-tuning for each new risk register.

There is a trade-off between security and performance. If the top-performing embed-
ding models rely on cloud-based APIs, this can cause issues with highly confidential
risk data, since organizations may be restricted from using external clouds.

Finally, as already noted in the Subsection 5.1, the pipeline is limited by its inability
to handle dynamic risk registers, since adding new risks to the database currently
requires running the entire pipeline from the beginning.
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5.3 Further development

Previous subsections have already pointed out several practical ways to improve the
risk clustering tool. To transform this prototype into a fully realized risk management
application, future development could focus on the following areas: allowing real-time
data updates without heavy recalculations, investigating the pipeline performance
with different languages, taking into account how different risks affect one another,
and creating a user-friendly interface where analysts could easily review and correct
the system’s groupings.

Perhaps the most important improvement in the pipeline is the ability to make
changes, such as adding new risks to the register, without having to run the en-
tire pipeline from the beginning. As noted in Subsection 5.1, recalculating everything
due to minor changes is slow and computationally expensive in large risk registers.
Future versions should explore ways to instantly place new risks into existing clusters.
By using mathematical shortcuts built into algorithms like HDBSCAN or using saved
PCA matrices, the tool could determine new risks immediately. This would keep the
system fast and responsive without disrupting the existing cluster structure.

Another important step is to expand the tool’s language capabilities. Currently, the
datasets used in this study have been in English. However, the data could also contain
risks in Finnish or Swedish, or even a mixture of multiple languages. Therefore, it
could be useful to assess, as part of the future development work, how well different
embedding models handle multilingual data. The goal is to ensure that similar risks,
regardless of the language, are mapped to the same geometric space.

One way to go beyond simple word similarities is to examine and understand how
different risks interact with one another. For example, descriptions of an IT system
failure and a financial loss may use entirely different vocabulary, yet they are directly
linked in practice. By combining the semantic text embedding pipeline with a Knowl-
edge Graph or a network map of risk dependencies, the tool could group risks based
on their cause-and-effect relationships alongside simple word matching.

Finally, it would be useful to introduce a feature that would allow operators to easily
fix the system’s mistakes. Instead of displaying passive results, this interface would
allow analysts to manually correct mistakes, such as dragging a misplaced risk into
a better group or merging two categories together. The system could then save
these manual corrections as training rules, allowing the underlying algorithm to adapt
and align with human expertise over time. Additionally, an LLM model could be
integrated to automatically generate a clear title and a short summary for each final
cluster.
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6 Conclusion

This project has designed and evaluated a semantic risk clustering pipeline for qual-
itative risk data. The risk descriptions listed in risk register are used to build mean-
ingful visualizations of the risk landscape. To enable further development of the
tool for Inclus and its customers, a set of different pipeline choices were compared.
These pipeline configurations include preprocessing practices, embedding model, di-
mensionality reduction and clustering algorithm. The comparison of the options were
conducted with a comprehensive literature review and manual testing with actual risk
registers.

The evaluation and validation framework included both qualitative measures using
metrics such as silhuette score and Davis-Boulding index and quantitative analysis
with 2D-visualizations and keyword matching. The pipeline with UMAP dimension-
ality reduction and HDBSCAN clustering algorithm performed better than other op-
tions over all tested data sets consistently. As significant differences were not found
with the embedding model choice, although the used model had an effect on the
processing time. The advantage on a preprocessing and homogenizing of the input
risk entries depends on the data set. If the risk description length vary significantly,
preprocessing seems to help to form more concistent clusters.

On top of the used technologies, also other parameters affect the clustering result.
Hyperparameters, such as the number of clusters and the number of dimensions used
in the clustering, must be validated for each case and data set seprately. For this
process, a grid search of all the options is found to be useful tool. However, the
number of options has to be limited and carefully chosen for the final tool to be
usable for the end customers. The testing framework and reports developed during
the project will give Inclus the required tools to continue the testing work and to
develop and integrate the functionalities into the existing Inclus toolkit.
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7 Self-assessment

This self-assessment reflects on the execution of the project by addressing four key
questions: how closely did the implementation follow the initial plan, what were
the most significant successes and shortcomings, and what insights can be offered in
hindsight.

(1) How closely did the actual implementation of the project follow the
initial project plan? Were there any major departures and, if so, what?

Overall, the project’s implementation closely followed the key objectives and architec-
tural milestones defined in the initial project plan. However, two deviations from the
original plan emerged during the development phase, one structural and one related
to the schedule, both of which nevertheless contributed to the project’s progress.

The structural change relates to the analysis of the models. According to the original
task list, the analysis of text embedding models and clustering algorithms would have
been performed and the models tested separately before combining them. However,
the entire pipeline was evaluated as a single entity from the outset. We realized
early on that the performance of clustering depends heavily on the preceding dimen-
sionality reduction and distance metrics, which is why separate testing would have
been counterproductive. Furthermore, it made more sense to run the entire process
chain as a single unit so that we could better understand how the choices made for
individual components affected the final Silhouette scores and cluster arrangements.

The change in schedule is related to the preparation of this final report. Originally,
we had planned to write this final report steadily and continuously throughout the
whole course, leaving most of the writing work for the later stages of the project
–with the exception of the literature review, which we intended to prepare right at
the beginning. However, we began drafting the final report at a very early stage and
found that writing it was actually beneficial, as it helped us justify practical design
solutions theoretically. In addition, preparing the necessary presentations was easier
because we already had so much usable content ready.

(2) In what regard was the project successful?

The project yielded positive results in terms of both technical implementation and
project management efficiency. Most importantly, the end result met the client’s
expectations, and the client was satisfied with the risk clustering tool that was devel-
oped.

We were able to produce a functional risk clustering tool prototype and compre-
hensively address nearly all initial research questions. From a project management
perspective, our strategy, in which development and writing tasks were handled in
advance, provided a comfortable buffer that completely eliminated last-minute panic
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at the end of the project. This was especially helpful when, in the end, we no longer
had as much time for the project due to other responsibilities and tasks.

In addition, communication within the team and with the client went very smoothly,
and we kept them up to date on what had been done and they commented if something
needed to be changed. In fact, we managed to keep weekly meetings with the team
going almost until the end of the project. We also met with the client quite a few times
to keep the project requirements clear. In the end, none of the risks identified during
the planning phase materialized into actual obstacles, which was largely thanks to
good communication.

(3) In what regard was it less so?

Despite the project’s overall success, certain areas proved challenging and left room
for improvement.

The primary technical challenge was the unambiguous validation of clustering results
and LLM outputs. Verifying unsupervised machine learning models and text labels is
inherently subjective and lacks a single objective truth. Silhouette score might provide
mathematical clarity regarding cluster density and separation, however it does not
necessarily reflect business utility. Additionally, determining whether a cluster makes
logical sense requires subjective qualitative evaluation.

Also, a minor note about the literature review: it may have included an excessive
and unnecessary number of references. It was difficult to determine which pieces of
information actually offered insight and which were irrelevant to the topic and out of
scope.

In terms of procedures, the team experienced a significant slowdown in momentum
right at the very end. Since the core engineering, data processing, and preliminary
reporting were completed early, there was a certain amount of complacency in the
final phase. The initial enthusiasm that drove the team forward during the first four
months did not fully last until the final stretch of May. Maintaining that energy
would have allowed us to further deepen our empirical data analysis and explore
more experimental variations.

(4) What could have been done better, in hindsight?

In hindsight, the project ran smoothly without major systemic problems. The project
team worked efficiently, although stricter internal deadlines for the final analytical
conclusions could have prevented the momentum from slowing down in the final stages
of the project. The client was very supportive and provided clear data and feedback,
which prevented scope from expanding. To conclude, the biggest improvement would
have been better energy in the final phase, which would have led to more in-depth
analysis of the results and even some adjustments to the model mentioned in the
”Discussion” Section 5.
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